Digital Forensics
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After the introductions, the teams will load a Virtual Machine of Windows 10 and use FTK Imager to collect
and verify evidence from a USB Drive. Students will then take the collected evidence and analyze it in
Autopsy forensics. The students will be able to see the differences between FTK Imager and Autopsy and
identify the strengths and weaknesses of each software. Upon the completion of these activities, the
students will take a "iso" and use it to create a virtual machine in VM Ware. After the creation of the virtual
machine, the students will then load the virtual machine and explore a Ubuntu based distribution designed
specifically for Digital Forensics. The students will then use the Internet to learn about the different tools
available inside CAINE and write a basic report describing what some of these tools do, and how they can

be used. In this report they will also discuss the things they learned and anything they found interesting in
their evidence collection and analysis.
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Teachers will first introduce the topics discussed throughout the lab and give the students the
fundamentals of Digital
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	Lesson Title: Digital Forensics
	Focused Activity: After the introductions, the teams will load a Virtual Machine of Windows 10 and use FTK Imager to collect and verify evidence from a USB Drive. Students will then take the collected evidence and analyze it in Autopsy forensics. The students will be able to see the differences between FTK Imager and Autopsy and identify the strengths and weaknesses of each software. Upon the completion of these activities, the students will take a "iso" and use it to create a virtual machine in VM Ware. After the creation of the virtual machine, the students will then load the virtual machine and explore a Ubuntu based distribution designed specifically for Digital Forensics. The students will then use the Internet to learn about the different tools available insif1
	Teacher Instruction: Teachers will first introduce the topics discussed throughout the lab and give the students the fundamentals of Digital Forensics. After the start of the lab, the teachers will keep the students on track and assist in anything the students may be struggling with during the lab. The teachers role is to assist the students learning in any way the can, without directly completing the lab for them. The teachers will be available to help the students in any way they can. 
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