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1. Explaining the basics of data protection

2. Explaining and discussing the basics of cryptography

3. Brief discussion on the history of cryptography from Egypt to modern time
4. What are encryption and decryption and how they are performed

5. Difference between private and public key cryptography

6. Hand-on practices on various cryptographic techniques using online tools
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Hand-on Practices:

The students are asked to practice on various cryptographic techniques, such as Caesar Cipher,
DES, AES, Private-key cryptography, Public-key cryptography using tools available on-line. They will
encrypt a message (a plaintext) into cipher text and again decrypt the ciphertext back to the plain text.

Challenge:
For middle school students, easier ciphertext will be provided and asked to decrypt it to the plaintext

using brute force technique.

For high school students, relatively harder ciphertext will be provided and asked to decrypt it (if they can)
to the plaintext using brute force technique. In addition to that, more exercises will be assigned in this
session.
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"DDPNNPEBUJPOT &YBNQMFT NBZ JODMVEF DMPTFE DBQUJPO.
BDDPNNPEBUJPOT GPS TUVEFOUT XJUI EJTBCIMJUJFT
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51F (FO$ZCFS XFCTJUF NBZ DPOUBJOBSMFOQFPWPRFWEFSRNBOMUXFXOFEFFSUHPWFSONFOU
DPOWFOJFODF UP PVS VTFST 5IF /BUJPOBM 4FDVSJUZ "HFODZ EPFT OPU FYFSDJTF B
S5IF IZQFSMJOLT BSF QSPWJEFE GPS HFOFSBM JOGPSNBUJPOBM QVSQPTFT POMZ BOE
BbbvsBDZ SFMFWBODF UJNFMJOFTT PS DPNQMFUFOFTT PG BOZ JOGPSNBUJPO DPO!
OFJUIFS FOEPSTFT OPS HVBSBOUFFT JOTEBGAVXBETU IFERMYIDFS CPESMORBSHEE/O B UDFDAMIV EF E
MJOLMM MJOLT BSF QSPWJEFE DPOTJTUFOU XJUI UIF NJTTJPO PG UIJT XFCTJUF



	Focused Activity: Hand-on Practices:
The students are asked to practice on various cryptographic techniques, such as Caesar Cipher, 
DES, AES, Private-key cryptography, Public-key cryptography using tools available on-line. They will
encrypt a message (a plaintext) into cipher text and again decrypt the ciphertext back to the plain text.

Challenge:
For middle school students, easier ciphertext will be provided and asked to decrypt it to the plaintext 
using brute force technique.

For high school students, relatively harder ciphertext will be provided and asked to decrypt it (if they can) to the plaintext using brute force technique. In addition to that, more exercises will be assigned in this session. 
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2. Explaining and discussing the basics of cryptography
3. Brief discussion on the history of cryptography from Egypt to modern time
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