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The instructor will first show a demo on how the Internet/networks work;

Using a couple of examples, the instructor will explain how to use CrypTool to conduct encryption, create
message authentication code and digital signature, and how to "attack” (that is, cryptographically analyze)
ciphers and digital signatures. Then, students will complete the designed activities individually and in a
small team (of 2 students).
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There will be four sets of activities designed for this module:

(1) To understand the countermeasures against compromise of confidentiality (the man-in-the-middle
attacks), students will complete hands-on activities including operating encryption using various ciphers
and cryptanalysis of well-known ciphers. These hands-on activities will be conducted using CrypTool.
(2) To understand the security mechanisms against compromise of integrity, students will complete
activities for message digest creation using hash algorithms and vulnerability analysis of hash algorithms.
These are all hands-on activities.

(3) To understand the countermeasures against email-phishing attacks, students will complete hands-on
activities for email authentication using digital signature. They will learn digital signature creation and
verification through the hands-on tasks.

(3) To understand digital certificate and public-key infrastructure (PKI), students will complete hands-on
activities for verifying the digital certificate of any given web serITil
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Many of the learning contents are supported by pictures/diagrams or multimedia materials. For
students who need any extra instructions, the instructor would try to provide individual help.
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