
Physical Security Module 



In this module students will work as teams to test and develop an upgrade to an existing physical 

security system.  Students will be challenged to upgrade a facility to increase its security posture.  As 

part of this team building exercise students will test their upgrade using computer modeling software.  A 

major component of this module will be the introduction of the design and evaluation process as 

developed by the Department of Energy.  Students will be instructed on how to apply this process in 

their own protection and also the protection of personal assets such as a laptop or computer system. 

Students will be introduced to the three types of adversaries: outsiders, insiders, and outsiders in 

collusion with insiders, and the unique challenge each brings.  They will also be exposed to the three 

basic tactics that adversaries might utilize: force, stealth, and deceit. 

Assessment: 

This module will be assessed by the following criteria - how realistic, budget and cost, probability of 

interruption from the modeling software, and upgraded policies and procedures.  Each group will be 

challenged to develop an upgrade to a scenario and each group’s upgraded will be assessed using a 

modeling program which assesses its ability to defeat an adversary.  

Suitability to various groups: 

The principles introduced in this module are applicable for all three groups.  The development of sound 

protection policies and procedures are important for all individuals.  Understanding how to model this 


