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	Lesson Title: Robot Programming I_MS_HS Security Module Using KOOV
	Summary: This module presents an easy-to-understand introduction to fundamentals of robotic programming and security. The participants will be introduced to learn to code with KOOV! KOOV is a new and exciting way to introduce robotics and coding to students with a hands on experience. It is also an excellent application for illustrating cybersecurity collaboration and problem solving skills to students. The larger classrooms  of 35 students can be put into teams of three to five students with assignments of specific roles for each student on the team.
	K-2: Off
	3-5: Off
	6-8: Off
	High School: Yes
	Minutes: 240
	Facilitate The Learning: None
	Resource: Off
	Abstraction: Off
	Materials List: KOOV Starter kitBluetooth enabled computerWindows environmentIOS ComputeriPad applicationInternet connection
	Lesson Outcome: 1.    Demonstrate substantial understanding of the cybersecurity First Principles. Numbers one, six, seven and eight2.    Explore the use of basic operating systems commands on different platforms. All robot OS can be compromised to alter what they were originally intended for in KOOV.3.    Explain different types of attacks on computing systems. Robots can be attacked both physically and through cyber via KOOV programming4.    Experiment with basic tools and techniques used to attack and/or defend systems. Firewalls on robots defend them from vulnerabilities that can be introduced through programming5.    Realize the importance of password and username management and apply effective approaches to increase their security. iPAD and Windows both control KOOV robots so their passwords can be compromised6.    Understand the basics of computer programming and experiment with simple programs. Computer programming runs robots and can change them through the Bluetooth interface7.    Realize the importance of secure coding and apply effective techniques to improve security. If trap doors or backdoors left in code than can be used maliciously in KOOV8.    Engage in scenario-based learning that allows them to make educated decision7
	Bloom Taxonomy: Design/BuildTest/DefendCompare/ContrastApply/UseExplain/DiscussIdentify/Describe
	Focused Activity: 1. Evaluate a Set of Instructions: Tell students thatyou are going to give them instructions to bake abatch of cookies. Then write the following steps onthe classroom board.• Gather eggs, butter, sugar, flour, baking soda, andchocolate chips.• Mix ingredients in large bowl.• Place cookie dough on a pan.• Bake until done.Guide students to evaluate your instructions. Askthe class: Do they think a person could successfullybake cookies by following these steps? If 10 peoplefollowed these steps, would they all make the exactsame cookies? Why or why not? Prompt students tobe specific when they describe the limitations of theinstructions. (For example: The instructions don’t sayhow much of each ingredient is needed. They don’texplain the order in which the ingredients shouldbe added. They don’t specify how the dough shouldbe placed on the pan—in balls or as one large layer.The temperature that the cookies should be bakedat is not given. There are no instructions explaininghow a person knows when the cookies are done.)2. Write a Recipe: Explain to students that theirtask is to write an algorithm for baking cookies. Analgorithm is a set of steps that can be followedfrom start to finish to complete a task. For example,scientists might write an algorithm that instructs arobot on how to bake cookies. As a class, try to writean algorithm for baking cookies. Make sure that eachstep is very specific. (For example: Break open 1 egg.Add 1 teaspoon of baking soda. Mix until there are nomore lumps. Scoop out a 1-inch ball of dough.)STANDARDS FOCUS:Science (NGSS)Science and Engineering Practices: AskingQuestions and Defining Problems, Developingand Using Models, Using Mathematics andComputational ThinkingETS1.A: Defining and Delimiting an EngineeringProblemLanguage Arts (CCSS)R7: Integrate content presented in diverse formatsRSci2: Follow precisely a multistep procedure whenperforming technical tasksArt (National Core Arts Standards)VA—Cr1: Generate and conceptualize artistic ideasand workMath (CCSS)MP5: Use appropriate tools strategicallyMP7: Look for and make use of structure3. Introduce Conditional Statements: Computercodes are algorithms that give the computerinstructions for how to complete an action. Explainthat codes often include a specific type of languagestructure. They may include loops (See “Step-by-Step”lesson) or conditional statements. Also called if/thenstatements, a conditional statement instructs thecomputer to do a particular task if another conditionis met. For example, a conditional statement mightbe “If the oven is at a temperature of 375°F, then placethe cookie pan in the oven.” Challenge the studentsto revise your code to include if/then statements.(For example, If the cookies are light brown in color,then remove them from the oven.)4. Conduct the Activity: Hand out the “Instruct aRobot” student worksheet. In the exercise, studentswill write an algorithm that can be used by a fellowstudent—their “robot”—to complete a complicatedtask. Have them test their algorithms with anotherstudent. Discuss what went wrong if they areunsuccessful in their tests. Was there aong imhcti\ted ite iu  order of the steps accurate? S


