Introduction to Information Security Module

Module Learning Outcomes: (Please include explicit references to the submitted Grant
Learning Outcomes — Appendix 3)

#1: Demonstrate substantial understanding of the cybersecurity first principles.

#2: Explore the use of basics operating systems commands on different platforms.

#5: Realize the importance of password and username management and apply effective
approaches to increase their security.

#11: Develop skills needed to defeat various mal- and social engineering attacks.

The Module addresses the following First Principles: (Please include explicit references to the
First Principles - Appendix 1)

#4: Least Privilege
#5: Layering
#7: Information Hiding

Description:

This module presents an easy-to-understand introduction to fundamentals of information security.
Participants will learn about key information security concepts such as confidentiality, integrity,
availability, and non-repudiation. Various components of a typical information system will be
presented including software, hardware, data, people, etc. The module will highlight the
importance of humans as a central component of any system and how human errors are typical
causes of system compromises. The common saying that “humans are the weakest link of the
security chain” will be expounded with several real-world examples. In such context, several
security first principles will be fully explained. The concept of least privilege will privil46804B>80444804@05
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Learner-centered classroom:
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