ResNet Acceptable Use Policy

In support of the academic mission of the University, Indiana University of Pennsylvania provides students with in-room
network connections through the Residential Network (ResNet). To ensure that all university members have access to
these computing resources, it is the responsibility of every residential student to use the ResNet network and associated
resources responsibly and in compliance with all federal, state, local, IUP, and Housing and Residence Life laws,
regulations and policies.

In order to facilitate the administration of the ResNet program and to maintain equitable use of information technology
resources, the following policies apply to the use of this service:

* ResNet services and wiring may not be modified or extended beyond the area of their intended use. This
applies to all network wiring, hardware, and data ports.

e The use of hubs, switches, routers and wireless access points are prohibited in all residential buildings. No
more than one PC can be attached to each data port.

« Attempts to compromise security of another computing resource including but not limited to port scanning is
prohibited.

e Setting your PC to use a static IP address is not allowed. You must use the IP address assigned to your PC
by IUP’s DHCP server.

« No server software of any type is allowed to be run on PCs connected to the Residential Network. This
includes but is not limited to peer to peer file server software such as Kazaa, Ares, BitTorrent and Blubster,
Web servers, email servers, ftp servers, database servers, DHCP servers, domain servers and gamers
servers.

e All PCs on the residential network must have updated virus protection installed.

e All PCs on the residential network must have operating systems with the latest updates installed.

 Once you have plugged into a data port in your



