0 Work with your campus technology
support organization to make sure that
your PC is running current virus
software and security updates.

o Don'tinstall file sharing and related
applications that expose your PC data
to the internet.




Background

IUP is subject to a variety of
information privacy and security laws
and regulations including the Family
Educational Rights and Privacy Act (also
known as FERPA) and the Gramm-
Leach-Bliley Act. These acts mandate
specific restrictions and safeguards
related to access, use, and disclosure of
“Restricted Information.”

IUP’s compliance with these acts is
governed by the IUP Information
Protection Policy.

All employees must be aware of, and
comply with, the IUP Information
Protection Policy and the IUP
Information Protection Procedures.
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The laws restrict information related to
student “Education Records” and

“Customer Financial Records.”

An “Education Record” is maintained by



