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COSC 316 Cybersecurity Basics

0 lab hours
3 lectures hours
3 credits
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l. Course Description

COSC 316 Cybersecurity Basics 3¢-0I-3sh

instructor,

Provides an introduction to the theory and concepts of computer security in networked systems.
The course will look at security issues and palicies with regard to hardware, software
development, databases, operating systems and networks as well as the use of encryption. The
more common attacks on systems will be covered. Vulnerability assessment tools and
techniques for defending systems will be explored in various projects.

ll. Course Objectives
Upon successful completion of this course, the students will:
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E. Audit controls, Logging and log analysis (Convict) 1 week
F. Basic Encryption and Decryption /Protocols and Practices. 2 weeks
G. Program security. 1 week

¢ Viruses and other malicious code
e Controls against program threats

H. Protection in General Purpose Operating Systems 1 week
I. Database/web security 1 week
J. Legal Issues in Computer Security 1 week
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