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Forensic Science Applications
Computer Systems Security
Evidence Gathering

Use of Computers at Trial

Unit I (1 week)

Applying Forensic Science to Computers
Law Enforcement Use of Computers

e T oy Fyforcement §gengies WimLacie Crouts Searngnd S P pres

bg

|




MIDTERM
Unit VI (2 weeks)

Cybertechnology and the Courts:
Digital Evidence as Alibi
Statutory Law
CopyE-hta

Copyright Act of 1976
Theories of Liability for Copyright Infringement
Limitations on Copyright Owner’s Exclusive Rights
Remedies for Copyright Infringement

Unit VII (2 weeks)

Jurisdiction for Investigation and Prosecution Cases
Traditional Principles of Jurisdictions
Judicial History of Personal Jurisdiction
Personal Jurisdiction in the Online Environment
Federal Jurisdictions
State Jurisdictions

Unit VIII (2 weeks)

Implications of the U.S. Constitution and Bill of Rights
Privacy
Sources of the Right to Privacy
Common Law Torts for Invasion of Privacy |
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Government Regulation of Cyberpomn

Child Pornography

Employees and Workplace Access to Adult Web Sites
Global Issues: Obscenity on the Internet

Unit XI (2 weeks)






V. Textbooks and Other Required Readings

The course text is:
Casey, Eoghan (2000). Digital Evidence and Computer Crime: Forensic Science, Computers,
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3. Computer Law, Blackstone, Chris Reed, Editor, Blackstone Press Ltd, London,
(1993) ISBN 1-85431-227-8.

4. Crime, Deviance and the Computer, Hollinger, Richard C., Ashgate Publishing
Company, (1997) ISBN 1855214679
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; 6. Definitive Guide to Criminal Justice and Criminology on the World Wide Web.
l CJ Distance Leaming Consortium, Prentice Hall, (1999) ISBN 0-13-096251-1,




No.

A3  Has this course ever been offered at IUP on a trial basis (e.g. as a special
topic)? If so, explain the details of the offering.

No.

A4 Is this course to be a dual-level course? If so, what is the approval status at
the graduate level?

No.

AS  If this course may be taken for variable credit, what criteria will be used to
relate the credits to the learning experience of each student? Who will make this
Argoumeti=riaw am il Seradiete g gl -y

This course cannot be taken for yariable credit.
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A6 Do other higher education institutions currently offer this course? If so,
please list examples.

The concept of an interdisciplinary program which explores the legal ramifications of
Cybersecurity at the undergraduate level has been virtually unknown previously.
Although there have been certain limited efforts in pursuit of such a multi-disciplinary
approach to such inter-related issues — as an example, those which were pioneered by
Daniel J. Ryan of the Wyndrose Technical Group whose inroads have generally been
directed toward security professionals in both the private and public sectors — no other
institution of higher leaming has yet attempted to integrate such specific studies within
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FROM: Rich Nowell

RE: CyberSecurity Program
DATE: 11/13/01

Gary:

I don't have any power as Chair of the Senate to make any recommendations on
curriculum approval, but I am attaching a letter of support, for what it's worth. I am
sure the committee will give it a quick review to provide the necessary signature from
them. Let me know if there is anything else I can do. I will be out of the country the
rest of the week, but I'l be available after the holiday, and by e-mail in the interim, I
hope.
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